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E-Safety and Acceptable Use Policy

1. Policy Statement

The Hullbridge Pre-school is committed to safeguarding children, young people, and
staff in the digital world. This policy covers internet technology, mobile phones,
wireless technology, and electronic communications. Our objective is to protect all
stakeholders from digital risks and ensure staff maintain professional boundaries.

The internet is an unmanaged, open communications channel. All staff must work
within the boundaries of professional behaviour to protect themselves from legal
challenges. We actively support parents by sending regular e-safety memos via
Tapestry and providing guidance on digital risks.

2. E-mail and Internet Use

While we encourage the use of e-mail and the internet for professional development
and administration, the following rules apply:

e Professionalism: All electronic communication must be well-structured and
professional, adhering to the same standards as formal written letters.

o Device Security: All pre-school laptops and devices must be password-
protected.

o Content Filtering: We utilize the Riverside Primary School Wi-Fi filtering service
to ensure content is age-appropriate.

e Supervision: Staff must pre-check all internet content (especially YouTube)
before showing it to children. Children must be supervised at all times when
viewing devices.

e Guidance: If unsure whether an action breaches this policy, staff must seek
advice from the Setting Manager.



3. Social Media and Personal Branding

3.1 Personal Blogs
Staff and volunteers may maintain personal blogs provided they do not:

¢ Disclose confidential pre-school information or personal data.
¢ Breach copyright or defame the setting, its families, or employees.
e Bring the setting into disrepute or breach the Data Protection Act 2018.

3.2 Social Networking (e.g., Facebook, Instagram)

To protect the reputation of the pre-school and maintain professional boundaries, staff
must:

¢ Anonymity: Refrain from identifying themselves as employees of The Hullbridge
Pre-school on public profiles.

« Professional Boundaries: Not request or accept "friend" requests from
parents/carers.

e Conduct: Ensure online behaviour is not detrimental to the setting or damaging
to professional relationships. Due to the small local community staff are
reminded that they should not engage, on social networking sites, in local
disputes due to the potential reputational damage this can cause the setting.

4. Cyber-Bullying

Bullying and harassment of any kind will not be tolerated. Cyber-bullying includes the
misuse of text, calls, instant messaging, or the circulation of photos/videos to harass
colleagues.

¢ Referring to colleagues on personal blogs without consent is prohibited.

o Staff found cyber-bullying may face disciplinary action and potential criminal
prosecution under the Malicious Communications Act 1988.

5. Use of Telephones and Mobile Devices

5.1 Personal Mobile Phones

e Storage: Personal mobiles and imaging-capable devices must be switched
off/silent and stored in the staff cupboard or lockable drawer during working
hours.



e Smartwatches: Must be placed on "Airplane Mode" to prevent notifications
during session times. Imaging-capable smartwatches are prohibited.

o Usage: Personal calls/texts are only permitted during breaks in designated non-
ratio areas (staff cupboard or outside).

e Emergency Contact: Staff may give the pre-school’s landline or work mobile
number to family members for emergency use.

5.2 Setting Telephones

The pre-school mobile is for parent communication (calls/texts) and must not be used
for internet browsing or photography. An office landline is also available.

5.3 Off-site Trips

If a setting-owned phone is unavailable, staff may use a personal mobile for contact
purposes only. The number must be recorded in the outings book. No photography or
video is permitted on personal devices during trips.

6. Visitors and Parents

o Visitors: Must adhere to the mobile phone policy; all visitors are signed in on VM
free.

o Parents: Mobile phone use is prohibited within the setting. Specific permission
may be granted for events (e.g., Sports Day) at the manager's discretion.

7. Digital Photography and Imaging

7.1 Approved Equipment

Only pre-school-owned cameras and iPads may be used to photograph children. These
devices must be stored in the lockable desk drawer outside of session times. Personal
camera phones are strictly prohibited for photography.

7.2 Consent and Storage

o Consent: Parental consent is obtained via the registration form in compliance
with the Data Protection Act 2018.

e Usage: Photos are used for EYFS developmental records and uploaded to
Tapestry.



« Marketing: Specific additional consent is required before using any child’s
image on the website or in newsletters.

« Withdrawal of Consent: If a parent refuses consent, all staff are notified
immediately. The Manager will audit all media before publication to ensure
those children are excluded.

« DataRetention: Photos are stored on a password-protected laptop. If the
setting ceases to operate, all digital files will be deleted and physical copies
shredded.

8. Monitoring and Compliance

The Hullbridge Pre-school reserves the right to monitor electronic resources (emails,
data, and voice mail) to ensure security and policy compliance.

Breach of Policy: Any employee or volunteer found in breach of this policy will be
subject to an internal investigation. This may lead to disciplinary action, including
dismissal, and/or criminal prosecution where laws have been broken.
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